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eOPF Quick Reference
For Employees

Subject: Online eOPF Self Service Feature for Password and
Logon ID Retrieval

Using the Self Service eOPF ID and Password Feature

To access eOPF, the user will need an eOPF ID and password. If the user has forgotten one
or both of these they may obtain new ones by using the eOPF Self Service feature. Using
this self service feature in eOPF, a user does not need to contact the eOPF Help Desk or an
agency HR Servicing Officer for a User ID or password reset in eOPF. This saves time and
allows quick access to the eOPF.

Please Note: If the user has not previously logged onto eOPF and answered the challenge
security questions then the user must have a valid agency e-mail address to receive their ID
and temporary password information through this self service feature. If the user does not
have a valid e-mail address they will need to contact the Help Desk for assistance.

This Quick Reference document on Self Service eOPF ID and Password Reset consists of
two sections:

Part 1: Obtain Your eOPF ID
Part 2: Reset Your eOPF password

The user can use one or both of these features as their situation requires.
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Part 1: Obtain Your eOPF ID

Step Action

1. Access your specific agency eOPF
URL -
https://eopf.nbc.gov/<Agency>/.

2. From the eOPF Web Logon page, click
Forgot your eOPF ID?

Office of Personnel Management

ENTERPRISE HR

eOPF v4.0 System

Enter your eOPF ID and Password to log in. *

E.GOV

Click Forgot
your eOPF ID?

e0PF ID:

PASSWORD:
A=~

Forgot your 2
Forgot your eOPF ID?

New User - Request Password. ..

3. From the Request Your eOPF ID
screen, enter the

e last 5 digits of your SSN
e first 4 letters of your last name
e your date of birth (mm/dd/yyyy)

Click Submit.

Request Your eOPF ID
Enter relevant

7 information

If your st name s less than 4 characters, plesse enter your ful last name

Last 5 digits of your SSN: (Example:
67800)

First 4 letters of your last name:

Date Of Birth:
(mm/ dd/yyyy)

w

Click Submit

4. In Answer Security Question screen,
enter appropriate response.

Click Submit.

f,‘- https://eopf.nbc.gov/?type=L - eOPF - Answer Security Question - Windows1

Enter relevant
Answer Security Question information

To complete your identification process please answer the fofowing security question. =]

— I

What is the color of your mother's eyes?(Max 35 chars)

Click Submit

[¥5 - [®io0w -

Done [ [ [ [ [ [ Trustedsites

5. You see a message that provides your
current eOPF ID.

Click OK.

Message from webpag x|

L] E Your e0PF ID is:
L]

Click OK
|
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/2 https://eopl.nbc.gov/ - eOPF - Display eOPF ID - Windows Intemet Explorer =10 x|

6. The eOPF ID screen is displayed
showing again your current eOPF ID.

eOPF ID

Click the link to return to the eOPF o Click on link
Logon page Click here to return to logon page.
=
[T [ [ [ [ [ tnstedskes [Fa~ [Riow - 4
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Part 2: Reset Your eOPF Password
Step Action

Office of Personnel Management

1. From the eOPF Logon screen, click ’ENTERPRISEH R
Forget your Password?

eOPF v4.0 System

Enter your eOPF ID and Password to log in. *

<OPF ID: E' GOV

AW

Forgot yougPassword?
New User - Reque!

assword...

Click Forget your
Password?

(= eDPF - Reset Your Password - Windows Internet Explorer

Reset Your}ﬁssword

Last 5 digits of your SSN: (Example: |
67890)

2. From the Reset Your Password
screen, enter your:

e eOPFID
e last 5 digits of your SSN

Enter
relevant
information

e0PF ID:

First 4 letters of your last name: If your last name is less than 4 characters, please enter your fulllast name.
s (e

~— | Click Submit

e first 4 letters of your last name
Click Submit.

/2 https://eopl.nbc.gov/?type=P - eOPF - Answer Security Question - Windows Internet Explorer P[] | |
1

3. In Answer Security Question screen,
enter appropriate response.

Enter relevant
information

Answer Security Question

To complete your identification process please answer the followAng security

Wihat s the name of the hospital you were born in?(Hax 26 chars) |

Click Submit.

Click Submit

/2 https://eopf.nbc.gov/ - eOPF - Reset Your Password - Windows Internet Explorer

4. You will be prompted to reset your
password. Enter:

Please reset your password.

e your new password which must Enter New Password
conform to the security guidelines e mummm.mnw%;‘ B o e P e T e
New Password ,—
¢ re-enter your new password to S
. T
confirm Retvoe New Password
Click Reset Password. Click Reset Password
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Step Action

hity nbc. LoadPage =EOPFWelcome - Welcome to eOPF - Windows Internet Explorer =]

5. That'sit! You're in eOPF. From the
eOPF Welcome Screen, you may view

Help | FAQ |

your entire eOPF by clicking My eOPF, Pl Welcome to the €OPF System

or search for specific documents within DIZTE Introduction:

your eOPF by C”Cking Search eOPF. :::::: The €QPF System contains electronic caples of the documents that make up your

Additionally, you may change your RSSFVRTEN o vo. oo docurmerts, and o upoete our it Emergeny Do, Fyou hove
- questions cancerning the technical aspects of the eOPF, email the eOPF Help Desk at

Create SF 75

eopf_hd@telesishg.com. Questions concerning specific personnel actions or
documents should be sent to your servicing personnel representative.

eOPF preferences by clicking My
Profile.

Print Folder

Print Statas WARNING: To ensure the confidentiality of data viewed within this application, we
strongly advise users to access the eOFF system on a secured government netwaork
computer. If you do not it is possible that when an eOPF is viewed from a shared or
public computer (such as those found in the public library) that does not require a
personal logon that a copy of the persannel information viewed may remain on the

Bateh Print
Reports

Pwd Admin

computer in a hidden cache directory. This hidden cache can potentially be viewed by
a subsequent individual who has access to the same computer. Should you decide to
access the eOPF system, or any other website that contains private data, from a
public, unsecured computer, we strongly recommend you clear the contents of the
browser's cache by performing the following steps: (1) Choose Tools->Internet
Optiens from IE's menu (2) The General tab should already been chosen, if not,
select it (3) Click on the Delete Files button in the Temporary Internet files frame (4)
Click OK from the dialog box that pops up. Please note: because of eOPF security
features that hide IE's menu you may need to re-open IE after exiting eOPF in order
to access the menu.

Transfer

Logout

Welcome statement B

Dane [T 7 Trusted siees %5~ [®ioow -

Need Assistance?

For technical assistance, select the Help button from the upper right corner of any eOPF screen, or contact the
eOPF Help Desk:

Email: eopf_hd@telesishg.com
Phone: 1-866-275-8518
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